Introduction

= The Physical layer is concerned with network media and signaling. This
layer produces the representation and groupings of bits as voltages, radio
frequencies, or light pulses

= The role of the OSI Physical layer is to encode the binary digits that
represent Data Link layer frames into signals and to transmit and receive
these signals across the physical media - copper wires, optical fiber, and
wireless - that connect network devices

1 Physical

The Physical layer interconnects our data networks.

Physical Layer - Operation

= The media does not carry the frame
as a single entity. The media carries
signals, one at a time, to represent
the bits that make up the frame. Fapraessiaions ot stanleon fhe FhOvicsl Mot

= Three basic forms of network media; oe=sma =01 11 T
Sample electrical signals
— Copper cable: data is represented transmitied on copper cable
by patterns of electrical pulses

— Fiber: data is represented by Rl E -

patterns of light

— Wireless: data is represented by [ 6 E R DG
patterns of radio transmissions 1

.. . s AN A NAA AN Micrawave (wireless] signals
= To enable a receiving device to e I WAV VAV
clearly recognize a frame boundary, = wAMAAAAAAA AN

the transmitting device adds signals
to designate the start and end of a
frame. These signals represent
particular bit patterns that are only
used to denote the start or end of a
frame
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Physical Layer - Standards

= The Physical layer con5|sts of
hardware, deve OP
engineers, in the form of electronic
circuitry, media, and connectors

= the Phy5|ca| Iayer teChnO'Ogles are Comparison of Physical layer standards and upper layer standards
defined by organizations such as:

— The International Or?amzatlon |_Application | Implemented TCP/IP Standards set
for Standardization (ISO) in software by:

[Preseniation_ |

— The Institute of Electrical and Lo
Electronics Engineers (IEEE) _7"1

— The American National L)
Standards Institute (ANSI) [ owors ]

— The International e el
Telecommunication Union (ITU) ——— Impl d ANSI  ITU

— The Electronics Industry ) in hardware EIAMIA_FCC

Alliance/Telecommunications
Industry Association (EIA/TIA)

— National telecommunications
authorities such as the Federal
Communication Commission
(FCC) in the USA

Physical Layer - Standards

= The technologies defined by these organizations include four areas of the
Physical layer standards:

— Physical and electrical properties of the media

— Mechanical properties (materials, dimensions, pinouts) of the connectors
— Bit representation by the signals (encoding)

— Definition of control information signals

International Srganization for [
sundaroizanon(so] L

BATT RJ-48 jacks

allow different omake T
cables and NICs, knowing they will work !

together.
-

1] toonmes O
Lk

1 6 1 o @ 1 1 1 @ o 1 Slgnals@ndards allew a variety of
devices to interoperate.
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The three fundamental functions of
the Physical layer are:

= The physical components:
electronic hardware devices,
media and connectors .. etc

= Data encoding: Encoding is a
method of converting a stream of
data bits into a predefined "code.

to provide a predictable pattern
sender and the received. This

helps distinguishing data bits from
control bits. (codes for data and Media

Physical Layer Fundamental Principles

: .
Codes are groupings of bits used Encodinglt[o[1]ofo[t|vltfafe]s]} | PhysicalLayer
that can be recognized by both the sk _I'LI'LI'I_FLI'I_I'IJ‘I_‘

control)

= Signaling: generating electrical,
optical, or wireless signals that
represent 0's and 1's. This could
be simple or complex signaling

Signaling Bits for the Media

= Bits that represent the frame are
changed to signals and sent one at
atime

= Each signal placed on the medium
has a period of time - bit time

= At the receiver these signals are
examined at specific time and
converted back to bit

= The bits then grouped and
delivered as a frame to the Data
Link layer

= Both transmission end need to be
synchronized. In LAN is this done
by maintaining clocks Clock

= Bit represented on the media by
different signaling methods
— Amplitude
— Frequency
— Phase

Varying Amplitude

Varying Frequency

Varying Phase

Ways to Represent a Signal on the Medium
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pattern of signals that
represent the start and end of
the frame

Signaling Bits for the Media
Slgnaling Bits for Transmission
Mon Retum to Zera (NRZ)
T=0a-Tme
= Non Return to Zero (NRZ) o
— Alow voltage value
represents a logical 0 and a ok A
high voltage value represents . , . ,
alogical 1 1‘
— Use the bandwidth ovolts Lo e —
inefficiently
— Susceptible to EMI ey,
— Boundaries of bit are lost in - Vit prgsceteen s
long bit stream of 0’'s or 1's S ester Eneoama "
= Manchester Encoding
— Transition code i.e. low to v
Blgh for 1 and high to low for o
— Transition at the middle of the Y T
bit time N fosmum- |
— Itis not efficient at high bit
rate
— Used for 10Mbps Ethernet 2
o ) S ) S—
Encoding — Grouping Bits
= Word encoding a group of bit
are encode before put to the Recognizing Frame Signals
media P—
e | [ | [ | [
= \Word encoding uew&:msnncf g Pt te e | [svickadus sonoa cr
Tame 1 interfarence
— improves the efficiency at A A A A
higher speed data
transmission _l_u—u-Ll—Ll_I_,-LIJ_I_I-LI_I-n—"_I_I—’_I_
. Error detectlon 1 I PHYSICAL LAYER DECODES FRAIED MEDIA SIGNALS INTO BINARY CODE I l
= Remember that the receiver 110100010110 o 1000 R
need to know the beginning Ao 4
and the end of the frame Aspocifc bitpatiorn | B pattor Speciticbitpattorm | [Undramed signare ot
denotes the start of represanting frame denates the end of decoded and not
. . the frame contents passed to the frame passed to Data Link
= This can be done by using Daa Uik aper tayor
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Encoding

= Encoding techniques use bit patterns
called symbols

= The Physical layer may use a set of
encoded symbols - called code groups -
to represent encoded data or control
information

= Advantages using code groups include:

Reducing bit level error: the symbols
force an ample number of bit ~
transitions to occur on the media to
synchronize this timing

— Limiting the effective energ){) .
transmitted into the media: balancing
the 0’s and 1's in the codes (DC
balancing) thereby reducing the
interference radiated from the media

- Helpinrg to distinguish data bits from
control bits: using different symbols for
data and control

— Better media error detection: errors

can be detected easily by detecting
invalid symbols

— Grouping Bits

Code Groups
Data bits 11141111
Y
Code symbol
for data bits Lol SR S

Y
Signaling onto

medi = e fe e e

Encoding — 4B/5B Code

4B/5B Code Symbols

Data Codes
0000 11110
0001 21001
0010 10100
0011 10101
0100 01010
0101 01011
0110 01110
o111 o111
1000 10010
1001 10011
1010 10110
1011 10111
1100 11010
1101 11011
1110 11100

1111 11101

Control and Invalid Cedes

4B Code 5B Symbol

idle 11111

start of stream 11000
start of stream 10001
end of stream 01101
end of stream 00111
transmit error 00111
invalid 00000
invalid 00001
invalid 00010
invalid 00011
invalid 00100
invalid 00101
invalid 00110
invalid 01000
invalid 10000
invalied 11001
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Data Carrying Capacity

= Data transfer can be measured in three ways:
— Bandwidth
— Throughput
— Goodput
= Bandwidth: The capacity of the medium to carry data

= Digital bandwidth measures the amount of information that can flow from
one place to another in a given amount of time

= Bandwidth is l\%pically measured in kilobits per second (kbps) or megabits
per second (Mbps)

= The practical bandwidth of a network is determined by a combination of
factors:
— the properties of the physical media and
— the technologies chosen for signaling and detecting network signals

Unit of Bandwidth Abbreviation Equivalence

Bits per second bps 1 bps = fur unit of b idth
Kilobits per second Kbps 1 kbps = 1,000 bps = 10° bps

Megabits per second Mbps 1 Mbps = 1,000,000 bps = 10° bps
Gigabits per second Gbps 1 Gbps = 1,000,000,000 bps = 10° bps
Terabits per second Tbps 1 Tbps = 1,000,000,000,000 bps = 102 bps

Data Carrying Capacity

= Throughput: is the measure of the
transfer of bits across the media over a
given period of time
= Many factors influence throughput:
— the amount of traffic

Data Thioughput and Goodpt

— the type of traffic End Node Goodput End Nodo

— the number of network devices ¥ 2 [_toptcaton ]
encountered on the network =

. i ; ==
In an internetwork or network with CL e

multiple segments, throughput cannot bd === —
faster than the slowest link of the path C=] [T e
from source to destination [ e D) [ o]

] [N Inoooooononn | )|
= Goodput: is the measure of usable data [ T

transferred over a given period of time

" GOOdet accounts for blts devo':ed to Data throughput is actual network performance. Goodput is a measure of the
pr0t0C0| Ovel’head transfer of usable data after protocol overhead traffic has been removed.

= Goodput is throughput minus traffic
overhead for establishing sessions,
acknowledgements, and encapsulation

Theoughgat
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Types of Physical Media
= There various organization contribute to the standard and development physical,
electrical, and mechanical properties of the media
= Example, standards for copper media are defined for the:
— Type of copper cabling used
— Bandwidth of the communication
— Type of connectors used
— Pinout and color codes of connections to the media

— Maximum distance of the media
Ethernet Media

- 108ASE-T 1MBASEFX m 1000BASE-T Iwnnnus-s.l: AD00BASE-LX !mnnn:szx m
Media m S

EIATIA  EIATIA 50925 pm EATIA 62 5T0meron  S025mernn Oy sngh oum singhe
Calegory  Calegory 3, 4, mulh mode fibed Calogory 1, 4, mulmode fber  mull fibet or mode Riber maode fbor
3,45 5 UTR, b 5 TP, four 0 ey

UTP, w0 pair ot Mo fiber

Maximum 100m (378 100 ({128 2um(BS02M) PSm (R ety 1OM{I2E  UplS0m S50 MMF)ID  Aggeos TORm  UpioB0km
Sogment  ferl) fest) fot) (e m ko (EMF)
Langth dopending on

fiber used
Topology S Star St Saar Star S s s St
Connector S0 B8TT 150 8877 (RJ- 1508877 (RM- 150 8877 (U

45 4% " 45

Copper Media
= The most widely used media is Cousia Cabla Design
the copper wires (coaxial, UTP,
STP) ot s s Corpc
= Copper wires are used to - - v
connect nodes and different =
network devices in LAN and t oo
WAN :
. J¢
= The copper media type chosen e / /
is specmeg b)é the .hde|ca|I. ‘ Pricuoe 6(
ayer standard required to lin = ?
the Data Link layer < €,
= Network media use different Shiskded Twisted-Pair (STP) Cable
types of modular jacks and
plUgS Jacket  Braided Shield  Foil Shield  Twisted Pairs
= One type of connector can be
used for different types of \J
connection. E.%. RJ45 in LANs ¥ Yoo
and WANSs (ISDN) o
:w@m_\v—
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Copper Media — External Signal Interferance

= Signals in electrical cables are .
susceptible to interferences and noise
from the surrounding

= The received signals should be in a
good shape so they can be interpreted Extornal interforence with Copper Media
y the receiver.

= Radio waves (RFI), electromagnetic
devices such as fluorescent lights,
electric motors (EMI), and other devices
are potential sources of noise

= Cable types with shielding or twisting of
the pairs of wires are designed to
minimize signal degradation due to
electronic noise

= The susceptibility of copper cables to
electronic noise can also be limited by:

— Selecting the cable type or category
most suited to protect the data signals
in a given networking environment

- Des_ié;ning a cable infrastructure to
avoid known and potential sources of
interference in the building structure

— Using cabling techniques that include
the proper handling and termination of
the cables

Fluarescent lighting

Electric motors

Radic waves

Sources of interference to data
signals on copper media

Unshielded Twisted Pair (UTP) Cable

= four pairs of color-coded wires that have
been twisted together and then encased in
a flexible plastic sheath

= The twisting has the effect of reducing the
effect of noise and crosstalk Unshislded Twisted-Pair (UTP) Cable

= UTP cabling standards are defined by Protects the

Telecommunications Indust{jy Association sopper wire Protacts the

TIA) and the Electronics Industries Alliance | e physical Slanad from

EIA). E.g. stipulates the commercial e N Electrically
cabling standards for LAN installations and Outer Jacket Twisted-Pair isolates wires
is the standard most commonly used in f i
LAN cabling environments

= Some the elements defined are:
— Cable types
— Cable lengths
— Connectors
— Cable termination
— Methods of testing cable
= Cables are placed into categories according

to their ability to carry higher bandwidth
rates e.g. Cat5e and Cat6

Color-Coded
Plastic
Insulation
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Unshielded Twisted Pair (UTP) Cable

= UTP cables terminated with

RJ45 connectors Stralghtthrough, Crassover, and Rollover Cable Types
. Cable Type Standard Application
* UTP cables can be wired Coure g fna Ti6n " Commin et o e
and terminated in different e e ana TogaA et T

Ways according to Standards other end TS688 E:"LI’::I r:l-«?r‘::;v:cnnwnnm(nslswcnm
X X Rollover CisCo proprietany Connect a workstation sevial port b0 @ router
= The following are main cable i

Wpes that are Obtalned by Paird _Pairi. Paird Pair2 /9;.IP| Paird
using specific wiring VIATA IATA
conventions: Nt il

— Ethernet Straight-through Lipseserd Lt oere e

— Ethernet Crossover

TRE2A THGEE

— Rollover

Other Types of Copper Media — Coaxial Cable

(Coax)

= An important type of cable
that is used in wireless and Coaxial Cable Design
cable access technologies — —

= Used to attach antennas to Y y oo oo Conucter
wireless devices. It carries = -
radio frequency (RF) ¢ pe——
energy between the :
antennas and the radio 443‘
equipment oo ¥4

= Cables services (two-way Q‘g
system) provide Internet

connectivity as well TV
services (Hybrid Fiber Coax
HFC)
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Other Types of Copper Media — Shielded

Twisted Pair (STP) Cable
= Provides better noise

protection than UTP Shielded Twisted-Pair (STP) Cable
cabling, however at a
significantly higher Jacket Braided Shield  Foil Shield  Twisted Pairs
price '

= For many years, STP \

was the cabling
structure specified for
use in Token Ring
network installations

= The new 10 GB
standard for Ethernet
has a provision for the
use of STP cabling

Characteristics & Uses of Network Media
= ldentify types of safety issues when working with
copper cablina

Copper Media Safety

N

The separation of data and electrical power Cables must be

cabling must comply with safety codes. connected correctly.
|
a

Installations must be Equipment must be
inspected for damage. grounded correctly.
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Characteristics & Uses of Network Media

= ldentify several primary characteristics of fiber cabling
and its main advantages over other media

Fiber Media Modes

Single-Mode Multimode
Polvrnorl: Coating Produces shgh slialﬂm path Coa'dnn Allows lrwhiple path for
4 NS V
LD B
=i
Glﬁs Clad:lng Glass Core=8-10 Glass Cladding Glass Core=50V62.5
125 microns dia microns 125 microns dia microns
« Small Core + Larger core than single-mode cable (50
+  Less Despersion microns or greater)
= Suited for long distance applications * Allows greater dipersion and therefore. loss
{up to 100 km, 62,14 mi.} of signal
+ Uses lasers as the light source often = Used for long distance appllication, but
within campus backbones for distance shoter than single-mode (up
of several thousand meters to ~2km, 560 fi)
= Uses LEDs as the light source often within
LANSs or distances of coupie hundred
meters within & campus network

Characteristics & Uses of Network Media

= Describe the role of radio waves when using air as the
media and the increased need for security in wireless
communications

Wireless Media Signals and Security

Data Signals

=

Security Risk

et
Interference

1

(R

ID - :E
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Characteristics & Uses of Network Media

= ldentify the characteristics used to categorize
connectors, describe some common uses for the same
connectors, and identify the consequences for
misapplying a connector in a given situation

Copper Media Connectors

A—1 —
- 110 punch
" block
-
—
@: RJ4S UTP
g Plugs
T

RJ45 UTP
Socket

Summary

Inthis chapter, you learned to:

+ Explain the role of Physical layer protocols and services in supporting communication
across data networks.
Describe the purpose of Physical layer signaling and encoding as they are used in
networks.

+ Describe the role of signals used to represent bits as a frame is transported across the
local media.
Identify the basic characteristics of copper, fiber, and wireless network media.
Describe common uses of copper, fiber, and wireless network media.
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